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Security: Der Verbindungsprozess

1.802.11 Authentication and Association

2. PMK aus PSK generieren

3. 4-Way-Handshake
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Remote Authentication Dial-In User Service
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Connection name  hpi

a
S e c u r I ty General  Wi-Fi  Wi-FiSecurity  Proxy  IPv4Settings  IPv6 Settings

Security WPA/WPA2 Enterprise -
Authentication Protected EAP (PEAF) -
Anonymous identity
802.1X-Komponenten Domain
CA certificate GEANT.crt -
EAP EAP
T EAPoL ((( ))) ) IS S CA certificate password
== Show passwords
Supplicant Authenticator Authentication
Server No CA certificate is required
PEAP version Automatic -

Inner authentication MSCHAPvZ2

Username aaron.schlitt
Password b

Show password

Cancel ' Save



Divide and Conquer: Cracking MS-CHAPv2 with a 100% success rate
1, David Hulton and | g ap ation on This

Why MS-CHAPv2?

The firs

9 > MD4(Password)

lied upon. For the
n PPTP. This i

» 1.1 Which protocols are supported to connect to IPredator?

Right now we only offer PPTP. We are working on more options that will be announced on
the blog once they are available.

amount of friction.




TLS to the Rescue!

Connection name  hpi

General ~ Wi-Fi  Wi-FiSecurity

Security
Authentication
Anonymous identity
Domain

CA certificate

PEAP version
Inner authentication
Username

Password

Proxy  IPv4 Settings

WPA/WPAZ2 Enterprise

Protected EAP (PEAP)

GEANT.crt

Show passwords

No CA certificate is required

Automatic
MSCHAPvYZ

aaron.schlitt
L

Show password

Cancel

IPv6 Settings

-1

v Save



Alles zusammen
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Getting Started Security

Testing, Debugging, and
Tuning Wi-Fi

Android Packet Filter ¥
Carrier Wi-Fi
MAC Randomization Behavior

Implementing MAC
Randomization

Passpoint (Hotspot 2.0)
STA/AP Concurrency

STA/STA Concurrency

Core Topics Compatibility Android Devices Automotive Reference

AOSP » Docs » Core Topics

Trust on First Use (TOFU)

For devices running Android 13 or higher, Android supports the Tr
(RFC7435 [4), which lets users trust an enterprise (EAP) network b
setting its domain name in a saved network. TOFU allows the devi
when a user first connects to an enterprise network and retain ths

Is this network trusted?

Only allow this network to connect if the
information below looks correct.

Server Name:
Android Wi-Fi Server

Issuer Name:
Android Root CA

Organization:
Android Wi-Fi

Certificate Expiration:
Jun 14, 2025

SHA-256 Fingerprint:
40:E2:70:48:97:D4:F5:76:6B:82:99:7A:CO0:
6D:EF:BF:79:41:CF:87:AC:63:06:B0:46:B8
EE:EA2B:39:9/2:/F

No, don't connect Yes, connect
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Bug Bounty?
Well, too late...

@ DESCRIPTION bu...@google.com created issue on behalf of Aaron Schlitt #1

Report description

When using "Trust on first use” in Android 13, Android completes the MSCHAPv2 TLS authentication pre

CVE-2023-20965

https://dl.ac
3558482.3590199

The Devil is in the Details:

28. Juni 2023

Hidden Problems of Client-Side Enterprise Wi-Fi Configurators
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ABSTRACT

In the context of connecting to enterprise Wi-Fi, previous works
show that relying on human users to manually configure or enforce
server authentication often leads to insecure outcomes. Conse
quently, many user credentials can potentially be stolen by the
so-called “Evil-Twin™ (ET) attack. To ease the burden of human
users, various easy-to-use Wi-Fi configurators have been released
and deployed. In this work, we investigate whether such configura
tors can indeed protect users from variants of the ET attack. To our
surprise, the results of our investigation show that all configurators
considered in the study suffer from certain weaknesses due to their
design, implementation, or deployment practices. Notable findings
include a series of design flaws in the new trust-on-first-use (TOFU)
configurator on Android (available since version 12), which can
be exploited in tandem to achieve a stealthy ET attack. Moreover,
we found that 2 open-source Android Wi-Fi configurators fail to
properly enforce server authentication under specific situations.
The cause of these could be partly attributed to the complexity
stemmed from certificate name matching as well as the limitations
of the Android APL Last but not least, we found that a commercial
configurator not only allows insecure Wi-Fi configurations to be
deployed, but also the covert injection of certificates on the user
device to facilitate interception of other TLS traffic, posing yvet an
other hidden security and privacy threat to its users. All in all, this
study shows that despite years of research on the topic, developing
a user-friendly yet reliable Wi-Fi configurator remains an elusive
goal, and thus the threat of ET attacks continues to be relevant. As
such, it is time to rethink whether the complexity of the standard
certificate chain validation is actually good for enterprise Wi-Fi.
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CCS CONCEPTS
+ Security and privacy — Mobile and wireless security; Soft-
ware security engineering: Auwthentication.
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Privacy in Wireless and Mobil tworks (WiSec '23), May 29-June I, 2023,
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1 INTRODUCTION

Wi-Fi is a near-ubiguitous technology that enables Internet con
nectivity to countless devices. Depending on how the user gets
authenticated, a Wi-Fi setup can be classified as the personal mode,
where authentication is achieved using a pre-shared key (PSK),
or the enterprise mode, where the authentication is done via the
IEEE 802.1X standard. Comparatively, the enterprise mode enables
a more fine-grained authorization and accounting, and is thus more
commonly used by large companies and educational institutes. In
fact, many organizations take advantage of [EEE 802.1X to reuse ex
isting single sign-on (S50) credentials for accessing their enterprise
Wi-Fi. Unfortunately, this also makes enterprise Wi-Fi a high-value
target for attackers, as stolen credentials can enable access to other
resources of the victim organization.

Typical in such setups, the client device, also known as the sup
plicant, would establish a TLS tunnel with the authentication server
to protect the password-based user authentication. Unfortunately,
since the S5ID itself is not cryptographically verifiable, an attacker
can launch a Wi-Fi setup broadeasting the same S5ID, known as
an Evil Twin (ET), and trick nearby supplicants into connecting.



https://dl.acm.org/doi/10.1145/3558482.3590199
https://dl.acm.org/doi/10.1145/3558482.3590199

Danke!

Slides: https://aaronschlitt.de/hsv/



https://aaronschlitt.de/hsv7

	Slide 1: Evil Twin And Beyond
	Slide 2
	Slide 3: Terminologie
	Slide 4: Security: Der Verbindungsprozess
	Slide 5: Security: Der Verbindungsprozess
	Slide 6: 802.1X-Komponenten
	Slide 7: Remote Authentication Dial-In User Service 
	Slide 8: Security
	Slide 9
	Slide 10: TLS to the Rescue!
	Slide 11: Alles zusammen
	Slide 12: TOFU
	Slide 13
	Slide 14: Bug Bounty? Well, too late…
	Slide 15: Danke!

